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Attachments:


1. Overall Description:

CT4 thanks SA3 for their LS on "SBI Design and its Security Implications". CT4 discussed the questions asked by SA3 and would like to provide the answers as below

Question 1: It is SA3’s understanding that SBA will fully be based on the protocol stack chosen in TR 29.891, clause 11.3.1.2.1. CP protocols that have been used in earlier 3GPP releases (e.g. DIAMETER, GTP) will not be used at all. Can CT4 confirm this assumption?
CT4 Answer: CT4 confirms that all core network service based interfaces under the remit of CT4 except the N18/Nudsf interface is based on the protocol stack chosen in TR 29.891, clause 11.3.1.2.1. The N18/Nudsf interface will not be specified in Release 15.The technical realization of the service based architecture and the protocol stack overview is normatively specified in 3GPP TS 29.500.
Question 2: What information will be defined into the URI and in the HTTP/2 header?
CT4 Answer: The parameters carried in the URI and in the HTTP/2 header for each NF Service are specified under clause 6.x.3 and 6.x.2 respectively in the various 3GPP TS 29.5xx series of specifications (starting from 502 onwards). The following specifications have NF Service interactions across PLMN and hence the messages exchanged by these NF services will go via the N32 interface.
1. 3GPP TS 29.502 - Session Management Services (for N16 interface between V-SMF and H-SMF)
2. 3GPP TS 29.503 - UDM Services (for N8 interface between AMF and UDM and N10 interface between V-SMF and UDM for local break out PDU session cases)
3. 3GPP TS 29.509 - AUSF Services (for N12 interface between AMF and AUSF)
4. 3GPP TS 29.510 - NRF Services (for V-NRF to H-NRF interface)
5. 3GPP TS 29.531 - NSSF Services (for N31 interface between V-NSSF and H-NSSF)
6. 3GPP TS 29.518 - AMF Services when used by the NF service consumers in the HPLMN (e.g UDM). 

CT4 would like to highlight that in some cases the API URI carries the user identifier (e.g SUPI).
Question 3: With respect to the N32 interface, what data will be contained in the binary data blob and in which cases will it be used?
CT4 Answer: 
Out of the interfaces that are used across the PLMN via the N32 interface as listed under the answer to question 2, only the N16 interface carries binary blob.

On the N16 interface, CT4 has agreed to use binary encoding for the n1SmInfoToUe and n1SmInfoFromUe IEs defined in 3GPP TS 29.502 and shall be carried in a HTTP/2 message with content-type multipart/related. 
Question 4: SA3 requests a list of all the inter-PLMN signalling messages and their Information Elements (IEs) that are exchanged between PLMNs through the N32 interface.
CT4 Answer: CT4 kindly requests SA3 to refer to the following specifications
1. 3GPP TS 29.502 clause 6.1.3.5, 6.1.3.6, 6.1.3.7 and the definition of the data structures used in these clauses under clause 6.1.6.
2. 3GPP TS 29.509

3. 3GPP TS 29.531, clause 6.1
4. 3GPP TS 29.510, clause 6.2
5. 3GPP TS 29.503

6. 3GPP TS 29.518 
Question 5: Will the SEPP need to keep state corresponding to the network functions for correct interpretation of the messages? 
CT4 Answer: In CT4's understanding SEPP need not be aware of the application state for correct interpretation and transformation of the messages. The decision at SEPP to confidentiality protect an IE need not depend on the application state. However CT4 would like to request SA3 for more clarification on the background on this question and if SA3 foresees any scenario where application state may have an impact on the SEPP decision to confidentiality protect an IE.
Question 6: If NF is offloading state to its client, SA3 needs to know where this state (e.g. HTTP Cookies) is included in the messages. 
CT4 Answer: In CT4 specifications, state of a resource is either modelled with a link representing a corresponding state transition on that resource (i.e following HATEOAS principles, see 3GPP TS 29.501 and TS 29.509) or as an attribute on a resource (e.g upConnectionState of SMContext - see clause 5.2.2.3.2 of 3GPP TS 29.502). What this implies is that the server is also fully aware of the state. It is not the case that only the client knows the state of the resource. Also so far CT4 has not discussed use of cookies to carry state.
2. Actions:

To SA3 group.

ACTION: 
CT4 kindly requests SA3 to take the above responses into consideration. CT4 would like to request SA3 for more clarification on the background of question#5 and if SA3 foresees any scenario where application state may have an impact on the SEPP decision to confidentiality protect an IE.

CT4 would like to highlight that the Release 15 protocol stack work is targeted for completion by June 2018 and currently no work is done in CT4 for protocol extensions / selection for N32. If the security requirements on N32 requires CT4 to do any specific protocol work in release 15, CT4 kindly requests SA3 to provide the corresponding N32 security requirements and guidance on the targeted solutions by end of May 2018 at least.
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